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Future Meeting Dates
December 20
January 17

February 21

March 21

Membership

Annual membership is $20 for
indivduals: $5 for each additional
family members.

Peter Berghammer and
Open Source Warfare

If you missed the November meet-
ing here are some of the highlights.
I will have the video posted on the
WINNERS website by the end of
the week.

What types of things are used in
osw?

In a funny way this is a lot like
McGyver

A Almost anything can be
usedé toothpicks, tin foil, match-
books, stringé ..

A But on the contemporary
battleyeld it depends more heavily
on things like mobile phones, mi-
crowave ovens, remote controlled
aircraft, toy robots, digital cameras,
sniffer tools

Open Source Contrast in Pictures

Boston Dynamics/DARPA Bigdog
project

November 2008

Traditional method of pack animal
transportation

Guess which transport alerted
terrorist Americans were coming.

Microwaves, IEDs, and the battle
space

(http://www.youtube.com/
atch?v=1KcD3KQ38CM) for fun

Defeating LED and surveillance
cameras

And of course the guys over at
CVORG who demo’d their hard-
ware hack of a Linksys router &
impressive!


http://www.youtube.com/watch?v=1KcD3KQ38CM
http://www.youtube.com/watch?v=1KcD3KQ38CM
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WINNERS, contributors and
editors of Notepad do not assume
liability for dameages arising from
the publication or non-publication
of any advertisement, article, edito-
rial, or other item in this newsletter.
All opionions express are those of
the individual authors only and do
not necessarily represent the opion-
ions of the WINNERS, its Board of
Directors, the WINNERS Notepad,
or its editors.

WINNERS a computer association,
is a volunteer organization provid-
ing a forum for sharing informa-
tion and experiences related to
Windows-based software, and
hardware, encouraging ethical use
of computers and software, offering
service to our communities.

Our New Projector
For those of you whose missed
seeing our new projector, and
anyone interested in what it capa-
bilities are | thought 1 would make
up a short article about it. I looked
into a number of projectors from
different vendors and manufactur-
ers. In fact of the top yve, four
were different manufacturers. We
ended up buying the Hitachi
CP-X401 from projectorpeople.
com. For the price it had the best
number of lumens (brightness
rating) and | was impressed with
their return policy as opposed to
others. The people there were help-
ful without bugging the customer.
A Price $849.00 - Bulb cost $320
A Resolution Native XGA (1024
X 768)
A Brightness 3000 lumens
A Contrast Ratio 400:1
A No. of Colors 16.7 million
colors
A Aspect Ratio(s) 4:3, 16:9 com-
patible
A Image Size 30 - 300 inches
diagonal
A Throw Distance 34 - 423 inches
A Projector 3 years parts and
labor
A Lamp 90 days or 250 hours of
use
A Audible Noise 35.0 dB
A Weighs 7.7 pounds
A 7 watts of built-in audio
The remote control features
volume buttons, Automatic Vertical
Keystone, and Zoom. The projec-
tor has a Day Time mode allows
users to clearly see the images in a
bright environment. In fact while
watching the presentation | realized
we did not even turn off the lights
to make it dark. Members could
still see the images quite good. We
made a good choice.

Tech News

Intel Launches Fastest Processor
on the Planet

SANTA CLARA, Calif.--
(BUSINESS WIRE)--Intel
Corporation introduced its most
advanced desktop processor ever,
the Intel® Core™ i7 processor.
The Core i7 processor speeds
video editing, immersive games
and other popular Internet and
computer activities by up to 40
percent without increasing power
consumption.

Turbo Boost automatically adjusts
the clock speed of one or more

of the four individual processing
cores for single- and multi-threaded
applications to boost performance,
without increasing power
consumption. The Core i7 also

has the latest Intel power-saving
technologies, allowing desktops

to go into sleep states formerly
reserved for Intel-based notebooks.
It more than doubles the memory
bandwidth of previous Intel
“Extreme” platforms, speeding
the transfer of computer bits

and bites in and out of the
processor with Intel® Quickpath
Technology. Designed with Intel’s
Hyper-Threading Technology,

the processor also allows

multiple computing threads to

run simultaneously. As a result,
the Core 17 quad-core processor
delivers 8-threaded performance.
It features an 8 MB level 3 cache
and three channels of DDR3 1066
memory to deliver the best memory
performance of any desktop
platform. Intel’s top performance
processor, the Intel® Core™ i7
Extreme Edition, also removes
overspeed protection, allowing
Intel’s knowledgeable customers
or hobbyists to further increase the
chip’s speed.



USB 3.0 Speciycation Now Available

SAN JOSE, Calif.--(BUSINESS WIRE)--The USB
3.0 Promoter Group today announced the completion
of the USB 3.0 speciycation, the technical map for
device manufacturers to deliver SuperSpeed USB
technology to the market. Delivering data transfer
rates up to ten times faster than Hi-Speed USB (USB
2.0) with optimized power efyciency. It is anticipated
that initial SuperSpeed USB discrete controllers

will appear in the second half of 2009 and consumer
products will appear in 2010, with adoption continuing
throughout 2010. The yrst SuperSpeed USB devices
will likely include data-storage devices such as pash
drives, external hard drives, digital music players and
digital cameras.

AMD Set to Release Free Software Giving Millions
of AT1 RadeonE Owners New Way to Run
Demanding Computing Tasks Faster than Ever
SUNNYVALE, Calif. --(Business Wire)-- AMD
announced that starting next month, the company
plans to release for download a free ATI Catalyst™
driver update that instantly unlocks new ATI Stream
acceleration capabilities already built into millions of
ATl Radeon™ graphics cards.

ATI Stream is a set of advanced hardware and
software technologies that enable AMD graphics
processors (GPU), working in concert with the
system’s central processor (CPU), to accelerate
applications beyond just graphics. This results in better
balanced platforms capable of running demanding
computing tasks faster than ever.

The next ATI Catalyst release is version 8.12. AMD
has begun distributing a beta version to its hardware
and software technology partners for testing, with the
ynal version scheduled to be released for download on
or around December 10.

Once installed it will have the immediate effect of
allowing any AT Stream-enabled application to run
faster, with no special effort required by consumers to
enable this technology.

HP Creates Global Online Consumer Support
Community

PALO ALTO, Calif.--(BUSINESS WIRE)-- HP today
announced a series of new and updated programs
designed to help consumers get answers to questions
quickly and effectively online.

Online classes, offered at no charge, help customers
with subjects like migrating to Windows Vista®, safe

wireless computing and digital scrapbooking. A series
of online videos provides tips and tutorials on topics
ranging from connecting dual monitors to conyguring
a TV tuner on a PC.

Leading these online support programs is the newly
designed consumer support forum where community
members can share ideas, ask questions and help
other members with solutions. The forum is divided
into different categories based on broad topics such

as operating systems or wireless networking for
notebooks. Community members can personalize
their HP experiences by tagging or bookmarking key
boards, threads and messages, or by adding RSS feeds
to keep track of new posts on key topics.

HP plans to add additional components to the
consumer support forum over the next several months,
including blogs for technical gurus and community
members, online seminars with moderated questions
and answers, and wikis to enhance the support library
with new content. If customers can6t ynd solutions to
their problems, assistance is available directly from
HP by phone, email and real-time chat.

The HP consumer support forums are available now at
www.hp.com/support/consumer-forum.

HP also has produced more than 45 video tutorials.
The initial series of videos, titled “Know Your PC.”
HP how-to videos can be accessed at
broducts/howtovideog.

More information about free online classes is available
at .hp.com/go/freeclassey.

HP Brings Multi-touch Innovation to Consumer
Notebooks

PALO ALTO, Calif.--(BUSINESS WIRE)--HP today
announced the industryts yrst convertible notebook
PC with multi-touch technology designed speciycally
for consumers. The enhanced HP MediaSmart digital
entertainment software suite on the tx2 allows users to
more naturally select, organize and manipulate digital
yles such as photos, music, video and web content by
simply touching the screen.

The tx2 recognizes simultaneous input from more than
one ynger using ficapacitive multi-touch technology,o
which enables the use of gestures such as pinch, rotate,
arc, pick, press and drag, and single and double tap.
The convertible design with a twist hinge allows
consumers to enjoy the TouchSmart in three modes:
PC, display and tablet. With a rechargeable digital ink
pen, users can turn the tx2 into a tablet PC to write,
sketch, draw, take notes or graph right onto the screen


http://www.hp.com/products/howtovideos
http://www.hp.com/products/howtovideos
http://www.hp.com/go/freeclasses

—and then automatically convert handwriting into
typed text.

Starting at less than 4.5 pounds, the tx2 possesses a
12.1-inch diagonal BrightView LED display and an
HP Imprint “Reaction” design. Powered by the AMD
TurionE X2 Ultra Dual-Core Mobile Processor or
AMD Turion X2 Dual-Core Mobile Processor and
built on Windows® Vista Home Premium, the tx2 will
be made available worldwide in an array of conygure-
to-order options.

The HP TouchSmart tx2 is available for ordering
today in the United States at www.hpdirect.com with a
starting U.S. price of $1,149. More information about

the tx2 is available at M.hg.com/go/touchsmarttxg.

Apress new book catalog is available to download.
You can download it here:

bttg:/lagress.com/communitz/tradesitg they mainly

deal with programming.

Top 10 Security Tips for Computer Users

ttp://www.newsfactor.com/story.xhtml?stor

d=103003D1U2Y

Test results of Antivirus programs

http://sunbeltblog.blogspot.com/2008/03/march-test
results-of-antivirus.htm

Andreas Marx has published a new set of tests of
antivirus products. Sunbelt has the results on their
blog.

Graded Anti-virus comparison test of current
anti-malware products, March 2008
http://www.sunbelt-software.com/ihs/alex

Results 2D2008m3b_US.ht

Details for ADetection of ad- and spyware
http://www.sunbelt-software.com/ihs/alex

Results 2D2008m3b_US.xls detectionl.ht

Details for “Detection of malware samples
http://www.sunbelt-software.com/ihs/alex

Results 2D2008m3b_US.xls_detection2.ht
Comcast Offering 50 Mbps in Next-Generation
Network

Comcast will offer download speeds up to 50 megabits
per second when it launches its next-generation
DOCSIS 3.0 network in Oregon and southwest
Washington. In the Extreme 50 tier, for $139.95 a
month homes will be able to download a 6GB high-

deynition movie in about 16 minutes. Comcast plans
download speeds above 160 Mbps.

iolo to Release 64-bit Compatible System Mechanic
LOS ANGELES, CA T iolo technologies, maker of
System Mechanic, announced its pagship product
will now be 64-bit compatible. System Mechanic

has thus become the yrst complete PC tune-up
product compatible with 64-bit computers. The 64-bit
compatibility will be offered in System Mechanic’s
upcoming 8.5 version, to be released this month. The
remaining iolo products, including iolo’s security
software, DriveScrubber, the secure data removal tool,
and Search & Recover, the data recovery program,
will all offer 64-bit compatibility in early 2009.

PEGASYS Releases TMPGENc Authoring Works 4
Pegasys, Inc., announces the upcoming availability

of its TMPGENc Authoring Works 4 software.
Features Blu-Ray DiscE, DVD, and DivX Ultra
authoring, AVCHD yle import, fast HD video editing,
5.1 Dolby® Digital audio Input/Output, slideshow

creation, and more. bttg://tmggenc.gegasxs-inc.comj
en/index.htm

Ziff Davis To Close Print PCMag, Focus On
Online; Still Looking For Options For Gaming
Division. The article says, The January issue will be
the last print edition.

http://snipurl.com/5ximt

Steve Bass used to write very interesting columns for
PC World. If you wonder what happened to him, he
now writes the TechBite Newsletter

bttg://www.techbite.comj

Black Friday specials

tt ://WWW.bIackfridaz.infoj

ttp://bfads.net/

]

Best Buy

ttp://www.electronichouse.com/article
est_buy_lists_black_friday_deals/?utm |
ource=EHWeeklyNewsletter&utm medium=emai

Wal-Mart
ttp://www.walmart.com/catalog/catalo
sp?cat=1027879&povid=cat14503-env172199
0dule206209-1Link
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The Crabby Ofyce Lady

Avoid panicky
crabbiness: Back up
your Outlook info

You should back up your
Outlook information for many
reasons, but there are easier ways to do it than by
dragging messages to a folder or by typing in your
contactsd information, one by one, by hand. This
weekds advice is about using Archive Folders and
Personal Folders, and whether or not to automate
the process.

Get the Crabby Ofyce Ladyds booK
Read all the Crabby Ofyce Lady column
Get Crabby’s columns via RS

View Crabby’s video

| get a lot of questions from you about how to back up
e-mail messages, calendars, and contacts; and, as the
saying goes, there is more than one way to skin a cat.
(Frankly, I think we need a new saying.) But let’s look
at some of the the various ways you can back up your
information and the various reasons why you may
want to do so (rather than talk proverbs).

Oh, the reasons why...

First, let me assure you that you DO want to back up
information and you WANT to do it often. Here are
just a few of the many reasons why:

Youore using Exchange Server and all your yles are
kept on the server. Your allotted space on the server
has been all used up and you’re receiving nagging
messages from your system administrator telling you
that youodre keeping too much e-mail on the server.
(Can you see the irony in this? The administrator
keeps adding to your already overstuffed Inbox.
Where’s the logic in that?)

You dondt use Exchange, so all your e-mail is kept
in one place. However, you share a mailbox with
someone else — husband, wife, kid — and you want
certain yles private. You can add a password to your
data yles to keep them snug and safe.

In my case, | have an adopted Vietnamese daughter
and a lot of the communication | had with her agency
was through e-mail & her birth date, her yrst picture
from the orphanage, my travel dates to bring her

home — and these are things that need to be kept in

a safe place (meaning not on the server, which can go
down, and not in one single spot, where it can also
get corrupted.) I have a backup of those messages and
photos both on my home computer and ona CD in a
safety deposit box at the bank.

On a somewhat serious note, you and | both know
that life can change in an instant, and | don’t want you
panicking because you don’t have that special person’s
contact information or a very important e-mail
message that you wish you hadn’t just tossed out with
the daily spam on your new computer. ‘Nuff said.

Where’s my stuff?

So you’ve made the choice to start regularly backing
up your info. Good for you! However, | know there is
nothing more frustrating than putting a yle somewhere
or downloading something only to have no idea where
to ynd it when you need it (and trust me, you will
need it). So, here is where Outlook is keeping your
information:

If you aren’t using Exchange Server, all your
information is kept in a personal storage yle (.pst).
Another term for personal storage yle is fiPersonal
Folders yle.0 (Why these arendt referred to as a

“.psf” or a “.pff’? Well, I have no idea; | just pass the
information on to you.) Your .pst yle is usually located
here: <drive>:\Documents and Settings\<user>\Local
Settings\Application Data\Microsoft\Outlook.

NOTE Not sure if you’re using Exchange Server?
View this demo: Eot Exchange? See how to checg

If you are using Outlook with Exchange Server,
your information — Inbox, Contacts, and Calendar
items — is kept on the server. But, as you now know,
there are many reasons to copy it from the server and
back it up on your own computer.

So you know where everything is stored. Now, let’s
dig a little deeper and talk about Archive Folders
versus Personal Folders and whether you should back
up your information manually or automatically.

How do | back up thee? Let me count the ways
There is one basic difference between the archive
folder and the Personal Folders yle, and itds good to
know this before you decide which way you’re going
to back up your Outlook data. Archive folders mimic
the structure of your mailbox and Personal Folders
yles let you pick and choose which folders to back
up. In other words, you can design your yling system
using Personal Folders yles. There is also an Outlook



http://office.microsoft.com/search/redir.aspx?AssetID=XT101105961033&CTT=5&Origin=HA100749591033
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feature called AutoArchive that you can use to set up
a schedule for archiving multiple folders at the same
time at set intervals.
So what to do? It depends on how you want to
organize your data and how much control you want.
If you want to create a folder on your computer that
you can drag items to for safekeeping or move to
another computer, L‘reate anew .psty IQ (also known
as a fidata yle,0 which is a Personal Folders yle).
Then you can just drag items to it. (The items will
be removed from the original folder unless you press
CTRL while dragging the items.)

ack up or delete items using AutoArchive to
automatically move items to an archive folder, which
you can make visible or not from within Outlook.
When you use an archive folder to store items, they’re
removed from their original folder and safely placed in
a .pst yle. And when you use AutoArchive, it backs up
ALL your data; you don6t get to choose.
Sometimes you might not want to worry about all of
those settings used in AutoArchive and just archive
an individual folder manually. In that case,

Eolder manuallj.

More information
As you can see, there are a variety of ways to back up
your data — almost as many ways as there are reasons
for doing so. But there isn’t enough room in this
column to go over every scenario, so take some time
to review the information I’ve given you, and also
take a look at some of the following links. (I highly
recommend the training courses.)

Training courses

Manage the size of your mailbox

File or archive your e-mail on your own compute

0 thatds where it is! Find, copy, or back up e-mail on
our compute

Articles

ack up Outlook e-mail message

ack up or delete items using AutoArchiv
View archived items
Move your Outlook data yle to another locatio

Copy vlestoa C
Create a backup co

of my Contact

Downloads

The Qutlook 2003 Add-in: PST Backug creates
backup copies of your .pst yles at regular intervals,
in Outlook 2000 and later versions, making it easy to
keep all of your Outlook folders safely backed up.

The Putlook 2002/0Outlook 2000 Add-in: Personal
does the same thing as the PST
backup download, but ités for Ofyce customers using
Outlook 2002 or Outlook 2000.

“The practice of peace and reconciliation is

one of the most vital and artistic of human
actions.” — Thich Nhat Hanh

About the author

, the Crabby Ofyce Lady columnist, uses
Ofyce all day long. She gets her column ideas from
your wild suggestions and demands, so if you’re
feeling demanding or just want to toss a comment

her way, !eave Crabby some feedbacg. If you have

an Ofyce tip youdd like to submit, send that to her
personal mailbox at Erabbx@microsoﬁ.cog. (While
she does read all of your e-mails, she can6t offer
personal assistance, so don’t be offended by her curt
auto-reply...)

End of Article - End of Article - End of Article - End of Article End of Article - End of Article
Windows XP Memory Limitation

At the last WINNERS meeting there was a discussion
about how much memory Windows XP can really use.
I found this information.
http://msdn.microsoft.com/en-us/library/
bb613473(VS.85).aspx

On 32-bit editions of Windows, applications have 4
gigabyte (GB) of virtual address space available. The
virtual address space is divided so that 2 GB is avail-
able to the application and the other 2 GB is available
only to the system.

The 4-gigabyte tuning (4GT) feature, formerly called
4GT RAM Tuning, increases the virtual address space
that is available to the application up to 3 GB, and
reduces the amount available to the system to between
1and 2 GB.

For applications that are memory-intensive, such as
database management systems (DBMS), the use of a
larger virtual address space can provide considerable
performance and scalability beneyts. However, the
yle cache, paged pool, and nonpaged pool are smaller,
which can adversely affect applications with heavy
networking or 1/0.

To enable 4GT, use the BCDEdit /set command to
set the increaseuserva boot entry option to a value
between 2048 (2 GB) and 3072 (3 GB). http://msdn.
microsoft.com/en-us/library/aa906211.aspx
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ru XPerienced?

By Lee Reynolds, a Member of the Boca Raton
Computer Society, Inc., FL

www.brcs.org

leetutor(at)earthlink.net

Obtained from APCUG with the author’s permission
for publication by APCUG member groups.

Yes, the title of the column is a play on the old song
by Jimi Hendrix. But in this case, what is being asked
is this: do you know everything you need or want to
know about Windows XP?

If not, then join me in learning all about it together...

OWNERSHIP AND RESTRICTIONS

If you have ever had a corrupted user proyle and

then had to create a new account, when you tried to
access the folders or yles used by the old account in
order to transfer them to the new one, you might have
encountered a problem: Windows won’t let you. Or,
you might have had to reinstall XP over itself and
establish new accounts. Even if all names, passwords,
and settings are identical to the previous ones, you
will not be able to access the old ones because each
account is given a new SID (Security ID) and Windows
compares the SIDs and not the account names.

If you take ownership of the old folders or yles, as
explained in the following article from the Microsoft
Knowledge Base, you should be able to access them:

http://support.microsoft.com/kb/308421

HOW TO: Take Ownership of a File or Folder in
Windows XP

You must be logged on as an Administrator to take
ownership. If you’re running Windows XP Home
Edition, you must yrst start in Safe Mode and log in
as an Administrator. Otherwise, you won’t be able to
access the Security tab of a yle or folderds Property
page. Also Simple File Sharing must be disabled.
(Other articles in this series detail how to boot to Safe
Mode and disable Simple File Sharing.)

In order to take ownership of a folder, start up My
Computer or Windows Explorer, right click the folder,
and then choose Properties from the Context Menu that
scrolls out.

Click the Security tab of the Property page that opens,
and click OK on any Security message that appears.

Click the Advanced button, then click the Owner tab.

In the Name list, click whatever is appropriate to the
case: your user name, Administrator if you are logged
in as Administrator, or the Administrators group.

If you want to take ownership of the folder, click
to put a check mark next to Replace owner on
subcontainers and objects.

Click OK. A message appears:

You do not have permission to read the contents of
directory <folder name>. Do you want to replace the
directory permissions with permissions granting you
Full Control?

All permissions will be replaced if you press Yes.

Click Yes. Then click OK and reapply any permissions
or security settings you want for the folder and its
contents.

The method for taking ownership of a yle is quite
similar to the case for a folder. Again you must be
logged on as an Administrator.

Right click the yle you want to take ownership of, and
click Properties from the Context Menu that scrolls
out. Click the Security tab, click OK on any Security
message that appears, click the Advanced button, and
then click the Owner tab.

In the Name list click the appropriate item (as above,
for folders.)

Now you can reapply any permissions and security
settings you want to the yle.

This article has been provided to APCUG by the
author solely for publication by APCUG member
groups. All other uses require the permission of the
author (see e-mail address above).



Windows Calendar

by Lynn Page, Editor, Crystal River Users Group,
Florida

WWW.Crug.com

newsletter(at)crug.com

Windows Calendar, built into Windows Vista, helps
you plan your activities and coordinate your plans
with those of others. With Windows calendar you can
set up multiple calendars and view a single or multiple
calendars at a time. This makes it easy to compare the
calendars and look for conpicts in scheduling.

Tasks

Windows Calendar includes a personal task list. For
each task, describe what is required, set a completion
deadline, choose a priority ranking, and then track

of your progress right in the calendar. You can set
reminders like those for appointments. As a task is
completed, simply check it off the list.

Sharing Calendars

With Windows Calendar, you can set up individual
calendars for multiple people. This makes it easy for
people using the same computer to coordinate their
personal schedules. They can quickly

compare information from any or all

~=| of the calendars, side-by-side in a

single view. Each person can manage
their own schedule and view the
others’ calendars, selectively or all at
once.

Set Up a Calendar

To set up a calendar in Windows
Vista click Start and type Calendar in
the Start Search box. In the results,
click Windows Calendar under
Programs to select it. A calendar
opens with the name assigned to

I personally use the calendar in Outlook for my
scheduling but if you dondt have Ofyce the Windows
Calendar is a great planning tool. It is especially useful
if you need to handle a variety of different schedules.
Set up a calendar for everyone in the family or group.
Then use Windows Calendar to integrate them to
compare daily activities. | quickly set up the three
calendars for display in this combined view.

Appointments

With Windows Calendar, you can create appointments
and set up an alert to remind you when the
appointment is approaching. Set Windows Calendar to
alert you minutes, hours, or days ahead of time. | set
my reminders in Outlook for 2 days notice.

If you attend regular meetings, like the CRUG
membership meeting, set up recurring appointments.
In Windows Calendar create one appointment and
then have the calendar set up a series of similar
appointments at the selected intervals.

the computer. You can generate this
calendar or in the File drop down menu select New
Calendar and start fresh.

In the new calendar type in a name in the Calendars
task pane and click Enter. This calendar and any others
appear in the Calendars task pane. Clicking to add
checks in the boxes next to the calendar lets you see
those selected together. In the Details pane, select a
color to help identify each calendar.

Add Appointments and Tasks

Once the calendars are set up you can add
appointments and tasks. Click New Appointment or
New Task on the toolbar and add the information.
You can even publish your calendar to your web site
and send invitations and appointments by email.

This article has been provided to APCUG by the
author solely for publication by APCUG member
groups. All other uses require the permission of the
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Make Vista Work Better
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No matter how good an operating system may be,
someone will complain that it could have been better.
Vista is a very good operating system that some people
ynd wanting. Some people are never satisyed, but

that is not the issue here. Of course Vista should have
been better, but Microsoft has only so much time and
resources to develop a system, and Vista was late to
market in addition to being less than perfect.

In this article we’ll show how to make Vista work
better for you, and that’s all we can reasonably ask
of any operating system. Letds take care of the power
users yrst. Power users are too impatient for menus.
They think menus are for wimps. After encountering
Vista User Account Control they may have a point.

Left-click the orb at the bottom left side of the screen.
In the Search box type cmd.exe.

Right-click on cmd.exe and choose Properties from
the popup menu.

Select Pin to the Start Menu.

The Command Prompt is now always available from
the Start menu. If you would like to make additional
tweaks to the prompt, right-click the shortcut from the
Start menu and choose Properties.

The blinking cursor, otherwise known as the insertion
point, tells you where you can type or insert text. The
cursor can be difycult to locate because ités so thin,
but Vista has a way to fatten it up.

Open Control Panel.

A dialog box appears. In the upper right corner, type
“Optimize visual display.”

The Ease of Access Center icon will appear. Select the
link below the icon.

Locate the Make the focus rectangle thicker box and
put a checkmark in it.

Set the thickness to whatever you like. Don’t get
carried away with some ridiculous number. Bumping

up the thickness by one or two points should be
sufycient.

When you install a large high resolution monitor, you
quickly become aware of the relationship between
high resolution and eyestrain. Vista provides a way
to make text easier to read without having to sacriyce
resolution.

From the Start Menu open Control Panel.

In the Search box at the upper right corner of the
dialog box, type adjust font size.

The resulting list will probably consist of one item,
Adjust font size.

Select it and you can choose to accept the larger
text option or click on the Custom DPL button and
experiment.

Vista comes equipped with an excellent Snipping Tool
that was originally designed for a different version of
Windows. In its generosity, Microsoft chose to include
the tool in every version of Vista except Vista Home
Basic, which is yne because nobody should buy Vista
Home Basic. Snippy lets you capture any portion of a
screen, either rectangular or free form. You can then
paste it into a document, email or save it as a graphic.
Don’t use it to copy and paste text for editing because
a graphic image can’t be edited like text. Here’s how
to get it:

From the Start Menu type snip in the search box.

The Snipping Tool should be at the top of the list.
Right-click on it and select Pin to the Start Menu. You
can also add it to the Quick Launch Bar if you like.
Vista has added several new wrinkles to the Quick
Launch bar. 1tés been around since Windows 95, but
it’s never been more useful. If you hold the shift key
down while right-clicking on a shortcut, you will see
an expanded popup window with additional options.
One option is to put the shortcut icon on the Quick
Launch bar. You can still use the traditional drag and
drop method, but having another alternative when the
desktop isn’t visible is always helpful.

When the Quick Launch bar is active, that means
you can see it on the Task bar. If you need to activate
Quick Launch right-click on a clean area of the Task
bar. Drag your mouse to the Toolbars option, and
select Quick Launch.



Each of the yrst ten shortcuts on the Quick Launch
bar has its own custom keyboard shortcut. If the
Calculator is the third icon from the left, press the
Windows key and the number 3 and you activate the
calculator. Limiting the number of built-in keyboard
shortcuts may be Microsoft’s way of telling you that
more then ten items on the Quick Launch bar is too
many.

Vista keyboard shortcuts are a great way of performing
little tasks more easily. Instead of having to reach for
your mouse, you can press two or three keystrokes.
There are those keyboard shortcuts that are common to
all versions of Windows and now there are some new
ones. Among the new features introduced in Windows
Vista, is a new set of shortcut keys that are used to
launch various programs or perform different tasks.
These new keyboard shortcuts are listed below.

Windows Key + G (cycles through the Gadgets)
Windows Key + L (locks the computer)
Windows Key + U (activates the Ease Of Use Center)

Windows Key + X (cycles through the Mobility
Center)

Windows Key + Spacebar (moves the focus to the
Sidebar)

Windows Key + Pause (opens the System Properties
portion of Control Panel)

CTRL + + Tab (opens persistent Flip 3D) :

This article has been provided to APCUG by the
author solely for publication by APCUG member
groups. All other uses require the permission of the
author (see e-mail address above).
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Virus Warnings

Spice Girl virus

Has no real function, but makes a pretty desktop.

Dr. Kevorkian virus
Searches your hard drive for old yles and deletes
them.

All Computers Wait at the Same
Speed

by Vinny La Bash, Member of the Sarasota Personal
Computer Users Group, Inc.,

Florida

WWW.Spcug.org

vlabash(at)comcast.net

Obtained from APCUG with the author’s permission
for publication by APCUG member groups

| yrst heard that phrase about ten years ago at a geek
conference in Seattle. A decade ago is earlier than
the Stone Age in computer years. It was probably
meant to make fun of the propeller heads that couldn’t
live without the fasted CPU on their motherboard.
The geeks’ concern with processing speed seemed
ridiculous to those who understood that computers
spend very little of their time processing information.
They spend it waiting for us to tell them to do
something. You would certainly ynd your life very
boring if you had to spend 99% of your time waiting
for other people to act before you could do anything.

What are we talking about? We’re talking about
keeping your system properly tuned so that you don’t
have to wait while it tries to do its job. It’s no secret
that Vista has had performance problems. Microsoft
has promised that their upcoming service pack should
resolve most if not all performance issues. We’ve
heard similar kinds of promises from Redmond before,
but this time they say they really mean it. In fairness,
not every performance issue can be laid at Microsoft’s
doorstep, but it’s always fun to blame them because
they’re such an easy target.

Vista puts great demands on your CPU due to Aero
and other assorted graphical gizmos built into the
product. They should have named it the Eye Candy
OS. Responding to the user community, Microsoft also
added security features and additional functions that
were not present in XP. When you ask your CPU to do
more, you’re adding overhead. This means you need
more CPU power or you live with a slower system. If
Vista performance has been less than stellar, the good
news is that you can do something about it other than
buying a new computer. Here are some of the things
you can do to make Vista more appealing from a
performance standpoint.



You’re probably tired of hearing this one. It’s like
mother telling you to eat your vegetables. You know
she’s right, but you don’t want to hear it. ADD MORE
MEMORY. Vista is hungrier for RAM than any of its
predecessors, and with memory as cheap as it is, it
doesn’t make sense to keep it on a starvation diet. XP
runs great on one gigabyte of RAM. Vista should have
two gigabytes as a minimum, and you won’t go wrong
by installing even four gigabytes.

Even with enough physical memory, Vista can still

act like a tired old dog if you have a lightweight video
card. Go into the Performance Information and Tools
utility in Control Panel, and check out your video card
with the Windows Experience Index. You need a video
card thatés certiyed for Vista Premium and supports
Direct X 10. Use the money you save on RAM to

buy a good video card. Don’t try to do this one on the
cheap.

A real help to good performance is bringing your
power settings to the High Performance option. Do
this from the Power Options utility in Control Panel.
The default setting is Balanced which is OK for XP
but not Vista. The High Performance setting gives you
full access to all the Power in the CPU.

Turn off the sidebar. While this feature is visually
appealing, it has few socially redeeming traits. Turning
off this feature can sometimes result in signiycantly
faster startups and shutdowns. Disable the sidebar

by right-clicking it. Select Properties, and remove

the checkmark in the box that starts the sidebar when
Vista wakes up.

Fine tune your indexing options. Vista has a great
search feature, but it’s totally dependent on indexing
the yles and programs on your hard drive. Ités a mixed
blessing. You have a fantastic search capability when
you index all locations, but you take a performance
hit. By indexing fewer areas, performance will
improve, but your search feature will be less robust.

Vista won’t let you turn off indexing completely, but
you can disable indexing for locations that may not
be important to you. Do this from the Performance
Information and Tools utility in Control Panel.

Here’s another “eat your veggies” type tip. Empty

the Recycle Bin and adjust it so it doesn’t take up
more than 2% of your hard drive. Right click on the
Recycle Bin, select Properties, and make the necessary
adjustments in the dialog box. Don’t forget to defrag
your disk once in a while, and empty the Recycle Bin
before you defrag, not after.

Open My Computer from the Desktop. Right click on
the C: drive, select Properties and check how much
space you have left on your hard drive. If you’re
approaching 90% or more, you need to take non-
essential yles and move them to another location.
Vista needs free disk space to perform certain
housekeeping functions, and if it has to hunt around
for room or use virtual memory, your performance hit
could be enormous.

Keep your device drivers up-to-date. Device drivers
were designed to ensure that programs or hardware
peripherals could “talk” to the system without
problems and do their jobs properly. Newer drivers
can improve 3D performance, yx bugs and other
graphical glitches in games and video programs.
Device drivers can avoid memory conpicts and
prevent programs from squabbling over resources.
Newer device drivers can support innovative features
within applications, and ensure compatibility among
different programs.

These are only some of the things you can do to
improve Vista performance. Removing unnecessary
startup programs, preventing spyware and virus
infections, and updating old software are additional
steps you can take. If your system is frequently
hanging up or crashing after doing everything you
can do to improve performance, then it’s time to
consider reformatting your hard drive and reinstalling
everything, but that’s another article.

This article has been provided to APCUG by the
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NTI Backup Now 5
(Advanced Editon)

From New Tech Infosystems
By Terry Currier

The updated NTI Backup Now is a very good choice
as a backup program. The installation was very easy. |
was however surprised that the program did not have
me create an emergency disc right away. Looking for
it I could not ynd it under jobs. I eventually found it
under the Drive based Backup tab and Utilities. This

is one of the yrst things you should do with a backup
program, and it should nag you to create one. You
want the backup in case of a crash or loss, and you
may need the emergency disc just to get back in.

NTI gives you three ways to backup up your
computer. Each backup job steps you through three
buttons on the left to represent what, when, where, and
then start.

Continuous Backup - pick the type of yle you want to
include (or exclude) in the backup and where you want
it to backup the yles to. You can set it up to backup
Hourly, Daily, Weekly, Monthly, or Continuous.

This is available only in the Advanced, and Shadow
Editions.

File based Backup T you pick what yles you want
backed up. You can also selected all the yles, or new
and changed yles only.

Drive based Backup — this creates an exact image of
your hard drive. One thing to keep in mind if you have
a sluggish hard drive problem. Don’t plan on using an
image backup and restore after formatting the drive.
Remember its an exact copy and will just
restore the problem sectors. | learned that

f #7 NTI Backup New Advanced Edibon

I Supports data compression.

f  Backup data from any drive source connected
to your computer.

' Backup and restore across multiple discs.
(Media Spanning)

' Backup and restore across multiple hard drives.

(Hard Drive Spanning)

Backup and restore using an FTP server.

Multi-burner support on CD & DVD devices.

(Drive Spanning)

' Append backup data or overwrite existing data
on CD/DVD-RW devices.

f Backup and restore your personal computer
proyle (Proyle Backup)

f Full backup and restore reporting.

f Restore data to alternate locations.

Hardware Requirements
. IBM PC or compatibles Pentium 90 or higher
 Minimum 128 MB RAM. (128 MB and above
Recommended) Windows® 2000/XP/Vista
Operating Systems may require at least 128
MB of RAM.
Software Requirements
' Microsoft Windows® 2000/XP/Vista.
1 User Permissions - For WindowsE 2000 and
Windows® XP, you must log in as a user with
Administrator Rights to install Backup Now 5

Downloadable versions of the standard edition start at
$29.99, the Advanced is $69.99. For each if you want

a CD it is an additional $3. bttg://www.ntius.comj
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Advanced -

Bachup Now backs up all fle types by defaull, IF vou want to include o exchude a certain fie type, follow
the two steps below

Shegs 1. Selbect of typss in fili type
™ o [(MP3, WMA, WAY, 0GG)
I~ Pictures (G, TIF, B9, GIF)
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™ Documents [DOC, X035, PPT, DOCX, XLEX, FRTX, FOF, TXT, WTM)
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after talked to them a couple of years ago. —
Backups and Restores | found to be a simple g
straight forward method. If you want to ~ it
secure the backup with a password you can e
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bit keys.) —
—
Backup Now 5 offers the solutions for e
backing up your valuable data:
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ProcessScanner
From Uniblue
By Terry Currier

If your computer is running slow you start to wonder
what is running in the background slowing it up. The
typical thing to do is Ctrl-Alt_Delete to bring up the
Task Manger. You then look to see what processes are
running, scratch your head, and say what is that yle. If
youdre like me you type in the yle name into Google.
com to ynd out what it does, or if it is spyware. My
personal favorite site to check is http://www.liutilities.
com/products/wintaskspro/processlibrary/ run by
Uniblue. They give a good description of what the
yle does, and if it is safe to terminate the process.
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Windows XP Expires

By Sandy Berger, CompuKISS
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On June 30th, 2008, Microsoft started the death march
for Windows XP. As of that date, Microsoft stopped
shipments of Windows XP as a stand-alone shrink-
wrapped product. So after supplies are exhausted,

you won’t be able to go into a store and purchase
Windows XP. Microsoft also stopped most sales to PC
manufacturers. So Dell, Lenovo, HP and others will
not get any new copies of Windows XP to install on
their mainstream computers. However, Windows XP,
Microsoftés longest-lived and best-loved operating
system, isn’t going to vanish overnight. You will still
see copies of the XP software and/or computers with
Windows XP in stores until inventories and depleted.

Microsoft has made four important concessions that
will also keep XP alive:

Microsoft will support Windows XP until April

2014. They will offer updates, security patches, and
technical support until that time.

Smaller local PC makers can continue to sell PCs with
Windows XP until January 2009.

Computers with limited hardware capabilities which
are sometimes called ultra-low cost PCs (ULCPC) can
sell with Windows XP Home until June 2010.

With the purchase of Windows Vista Business or
Windows Vista Ultimate, the two most expensive
versions of Vista, a customer will be able to move
back to Windows XP Professional via what Microsoft
is calling “downgrade rights.” Details on how this
will be handled have not be clearly deyned to the
public at this time. It is even possible that different
manufacturers will handle this in different ways.

To the home users, this all means very little, unless
you need a new computer and are violently opposed to
Windows Vista. To business users, these new policies
and extensions mean that they will be able to keep
their peets of Windows XP computers running for
several more years. Microsoft has announced that
Windows 7, the next version of Windows, will be
available in 2010 so many businesses will be able

to skip Vista entirely instead to Windows 7. Intel has
already announced that they will do just that.

What this means for everyone is that Microsoft,

while not writing off Vista, has made it an “interim”
operating system. Microsoft is still pushing Windows
Vista. They recently announced that Vista now
supports 77,000 printers, cameras, speakers and

other devices and components. They also brag that
more than 140 million copies of Windows Vista

have already been sold, making it the fastest selling
operating system in Microsoft history. So Windows
Vista is not a pash-in-the-pan like Windows ME which
was quickly replaced by Windows XP.

In my opinion, Vista is both better and safer than
Windows XP and if you are already using Vista or
plan to make the move, it is not a bad choice. Yet Vista
has become a lame duck. Microsoft deynitely has a
dilemma on their hands. The only way they will come
out of this is if they can get Windows 7 out quickly
while making it faster, safer, and easier to use. They
also need to give it a good name and get the members
of the press behind it. 1’m not sure if the lumbering
giant can pull that off — especially if Apple and/or
Linux ynd a way to take advantage of this Microsoft
predicament!

This article has been provided to APCUG by the
author solely for publication by APCUG member
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author (see e-mail address above).

End of Article - End of Article - End of Article - End of Article End of Article - End of Article

Windows XP Power Management
by Lynn Page, Editor, Crystal River Users Group,
Florida

WWW.Crug.com

newsletter(at)crug.com

Obtained from APCUG with the author’s permission
for publication by APCUG member groups.

If you use a laptop you know the problem of running
down the battery before you ynish up. But conyguring
power management can also reduce electrical usage on
your desktop computer.

Power Options
By using Power Options, you can reduce the power

consumption of your computer devices or the entire
system. Choose a Windows power scheme or create



your own. You can even adjust the individual settings
in a power scheme.

Turn off your monitor and hard disks automatically to
save power.

Put the computer on standby when idle. While on
standby, the system switches to a low-power state
where devices, like the monitor and hard disks, turn
off and the computer uses less power. When you use
the computer again, it comes out of standby quickly,
and your desktop is restored exactly as you left it.
Standby doesn’t save to disk, so a power failure while
on Standby can cause lose of unsaved data.

Put your computer in hibernation. The hibernate
feature saves everything in memory on disk, turns

off the monitor and hard disk, and then turns off the
computer. When restarted the computer restores the
desktop as you left it. It takes longer for the computer
to come out of hibernation than out of standby.

B Control Panel
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Conygure Power Management

To conygure power management log on as an
administrator, open Control Panel from the Start menu
and click Performance and Maintenance. Then click
Power Options in the Performance and Maintenance
box.

In the Power Options Properties dialog box, select the
Power Schemes tab. A power scheme is a predeyned
collection of power options. Select the power scheme
that most closely matches how you use your computer
in the Power schemes drop down menu. The power
settings change depending on the power scheme
chosen.

The power options available depend on the speciyc
hardware in your computer system. Preset time

settings appear

Fomsr Shemes | amss | Power Mter | Advanced | Howmate in the Turn off
) e compner Hse it hartzohe e o w8 sy monitor and
e gedired gobuve
— Turn off hard
il = disks lists on the
Frosmesion Power Schemes
T tab. Change
EampUle i {‘a Plugged n ey .
these settings by
e o wand o Mg & rira LR T W . .
S = [T clicking the arrow
—— e —p— - and clicking the
PR Bl (e 2 desired time.
> Il o= Il = | After tailoring

a power scheme
click Save As and type a hame to save your personal
scheme.

Standby

To automatically put the computer on standby set the
time settings displayed in System standby. To turn off
your monitor before your computer
goes on standby, select a time in
Turn off monitor. To turn off your
hard disk before your computer goes
on standby, select a time in Turn off
hard disks.

If you’re using a laptop computer,
you can specify one setting for
battery power and a different one for
AC power.

On the Advanced tab, you can

adjust how the power buttons function. With a laptop/
notebook

computer,
you have
settings for
closing the
lid of the
computer and
pressing the
sleep button.
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the power button on my computer, click Standby.
If you are using a portable computer, click Standby
under When I close the lid of my portable computer.

Hibernation

Hibernation is a state in which the computer shuts
down to save power but yrst saves everything in
memory on the hard disk. When restarted computer,
the desktop is restored.

To automatically put your computer into hibernation
select the Hibernate tab, select the Enable hibernate
support check box, and click Apply. Then on the
Power Schemes tab select a time period in System
hibernates.

To manually put your computer into hibernation on
the Hibernate tab select the Enable hibernate support
check box. Click Start, and then Turn Off Computer.

In the Turn Off Computer dialog box, click Hibernate.

Laptop Low Battery Warning

Set Power Options to for a warning alarm when the
level of battery reserve power falls below the levels
deyned as low or critical. You can easily change
the battery level at which the alarm or message is
activated.

To set a warning alarm select the Alarms tab in Power
Options. Specify the settings in Low battery alarm
and Critical battery alarm by dragging the sliders.
Then click Alarm Action to select the type of alarm
notiycation.

This article has been provided to APCUG by the
author solely for publication by APCUG member
groups. All other uses require the permission of the
author (see e-mail address above).
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System Mechanic 8

APC “Swiss Army Knife”

By Ira Wilsker; APCUG Director, Columnist, The
Examiner, Beaumont, TX, Radio and TV Show Host
Iwilsker(at)apcug.net

WEBSITE:
http://www.iolo.com
http://www.iolo.com/downloads.aspx - FREE TRIAL

Frequent readers of this column will be well aware
that there are many computer utilities in cyberspace
that can improve the performance of our PCs. As we
use our computers, the registry becomes cluttered

and inefycient; useless yles consume valuable real
estate on our hard drives; and other maladies caused
by the software on our computers deprive us of

the performance we paid for and deserve. While |
admittedly use several different utilities to maintain
peak operating efyciency of my computers, if | had to
choose only a single utility for computer maintenance,
it would be lolo’s System Mechanic (www.iolo.com).
I have used System Mechanic for many years in its
earlier versions, but now lolo has released the latest
iteration, System Mechanic version 8.

Simply, System Mechanic 8 is arguably the most
comprehensive PC maintenance utility available,
with over 40 distinct performance and security tools
included, giving it “Swiss Army Knife” features.
According to published sales ygures, System
Mechanic is the #1 best selling PC tune-up software
on the market, and has won awards for excellence
from dozens of computer publications, including
Cnet’s Editors’ Choice, Windows Magazine, PC
Computing, ZDNet Editors’ Pick, Computer Shopper’s
Top 100, Computerworld, and many others.

Rhetorically, why would | choose System Mechanic 8
over all of its competitors? Because of what it does, its
power, versatility, and features; that is why. Compared
to its major competitors, none of them offer the feature
rich set of functions that System Mechanic offers.
According to iolo, “Over 98% of PC problems are
caused by clutter and faulty settings that are the result
of everyday PC use.” System Mechanic 8 can repair
or otherwise remedy virtually all of these problems.
Many of a PC’s problems can be traced to problems
and errors in the registry, a large data yle that contains



information on the hardware and software installed on
the computer. The registry is almost constantly written
to, and read, often leaving obsolete data in the registry.
This obsolete, and eventually erroneous data left in
the registry consumes some system resources, and can
promote errors and other problems as faulty data is
read and processed. The registry must be periodically
purged of useless data, defragmented and compacted
in order to contribute to better PC performance, a
function that System Mechanic 8 excels at.

Our computers are constantly reading from and
writing to the hard drive, and that drive often becomes
cluttered, fragmented, and may also have some errors
in the data stored on it. While almost all pavors of
Windows have some type of “defrag” and “chkdsk”
software to defragment the hard drive, and check it
for errors, the Windows integral versions of those
utilities are very basic and lack the power to do a truly
thorough job, as System Mechanic will do. Clutter
and useless yles consume a lot of the storage space on
our hard drives; System Mechanic 8 can identify and
remove that clutter, freeing up that hard drive space,
making for a more efycient hard drive.

Sometimes, and it will likely happen eventually to
each PC user, the computer will not properly boot.

For that particular eventuality, System Mechanic 8
will allow the user to create a bootable emergency

CD that may be able to revive “crashed” systems.
Another irritant that many of us suffer through on a
regular basis is the boringly slow boot process itself,
where we wait and wait for our computer to become
usable. System Mechanic 8 claims to have 19 different
ways that it can speed the boot process by making it
more logical and efycient. Another way that we are
losing performance that we are paying for is by having
improper internet settings. Many of these settings

are mundane and not readily accessible to the typical
user. By modifying these settings to their ideal point,
internet throughput can be improved, in some cases
tripled. System Mechanic 8 will analyze our internet
connection, and make any changes necessary to
maximize performance.

PC security is a major issue that all of us must

deal with on a constant basis. System Mechanic

8 contributes to system security by yxing settings
that would otherwise allow an intruder to access the
computer, making cyber attacks that more difycult.

Sometimes we have yles that we want to securely
delete, being well aware that normally deleted yles
are easy to recover, which may create another security
problem. This utility offers the user a military grade
wiping function that can securely delete unwanted
data.

System Mechanic 8 retails for $49.95 for a one-year
license, and can be used on up to three computers;
discounts are available online (www.iolo.com) for
longer licenses. For those who want an even more
feature rich product, lolo offers System Mechanic
Professional, version 8 ($69.95 for 3 computers). This
Professional version is an integrated bundle which
includes most of lolo’s other popular products. The
bundle includes lolo’s antivirus software, renowned
for its hourly updates; and its Personal Firewall to
protect from intruders and malicious software. Another
program included with the Professional bundle is
another personal favorite of mine, lolo’s Search and
Recover. This program can recover yles that were
deleted, including photos, videos, documents, email,
music, and other data that may have otherwise been
lost. Search and Recover can undelete yles from hard
drives, digital cameras, memory cards, and almost all
other digital media.

Professional also includes DriveScrubber, a utility
that can securely erase data from hard drives. This
is necessary when donating a computer, selling it, or
recycling it. Without securely deleting our personal
data, others can access it and use it for a variety of
purposes, including identity theft. DriveScrubber
overwrites the data using methods that meet strict
government and military standards, ensuring the
destruction of that data, without harm to the drive
itself.

iolo has a winner in System Mechanic 8. For those
who like to try software before they purchase it, lolo
offers a free, 30 day, fully functional trial version of
each of its products at www.iolo.com/downloads.aspx.
If you try the software, you will probably like it as
much as | do, and ynd it indispensable.

This article has been provided to APCUG by the
author solely for publication by APCUG member
groups. All other uses require the permission of the
author (see e-mail address above).



BEIG Computing

Reprinted with permission from Smart Computing

How to use a search engine: Most search engine users
type two- or three-word phrases, and that can be good
enough most of the time. But too often, these simple
phrase searches yield thousands and thousands of
hits—way too many to effectively sort. So familiar-
ize yourself with the advanced search options of your
favorite search engine. Don’t let the word “advanced”
scare you off: You can learn your way around these
search functions in minutes. Just read the help pro-
vided by your search site. For instance, on Google you
can search for an exact phrase by putting it in quotes,
limit hits to a particular language, or just show pages
that have been recently updated. (Details about ad-
vanced searching on Google are at www.google.com/
advanced_search.)

How Often To Back Up?: Ask yourself how much
information you could bear to lose. That’s how often
you should back up your data. If you use your com-
puter to create irreplaceable data yles (such as lengthy
word processing documents), you may want daily
backups of these important yles. If other members of
your household have access to your computer, and
your important data yles, you may want to increase
the frequency of your backups. If you use your PC
primarily for cruising the Internet or sending email, or
if you use it on an infrequent basis, a weekly or even
monthly backup may be sufycient. If you maintain
original company data yles (client reports, letters, and
so on) at home, or you run a small business from your
computer, backups are especially important. The UK’s
Department of Trade and Industry did a study recently
in which it found that 70% of companies experiencing
a major data loss go out of business within a year. An-
other consideration is whether you are a paper pusher.
If you do such things as print out important email mes-
sages or make hard copies of reports often, your paper
backups will give you some protection against the loss
of important data.

Ignore The Bait
Don’t Get Hooked By Phishing Scams

You’ve become accustomed to deleting ridiculous
Nigerian money scams and all those spam messages
promising to help you lose 50 pounds in yve days, but
this message looks different; it has the eBay logo and
uses the same fonts as eBay’s site. It contains links to
eBay pages and is professionally written. It’s telling
you your account has been associated with fraudulent
activity and is about to be suspended unless you can
provide some personal details to prove that everything
is on the up-and-up.

As ofycial as an email like this looks, dondt take the
bait. Millions of consumers rely on the Internet to
shop, pay bills, and manage their ynancial accounts,
and a new generation of scam artists is using a combi-
nation of social engineering and technological savvy
to bilk unwary consumers out of their money or steal
their identities. This practice is called phishing (short
for password harvesting yshing), and although the
techniques used in this type of scam are timeless, the
Internet has provided phishers with a vast ocean in
which they can cast their nets.

Phishing emails differ in their speciycs, but they all
share a few common traits. First, they appear to come
from a legitimate company, using the same graphics
you’d expect to see at that company’s site. Second,
they try to create a sense of urgency, telling recipients
that their accounts are about to be suspended or are
otherwise experiencing major problems. Third, these
emails contain forms or links to forms where users
are supposed to enter personal information, such as an
account password or a credit card number. Once you
enter the data in the form and click Submit, it is sent
to the scammer’s computer and he can use it to steal
from you.

Phishing scam artists consistently come up with ever-
more-elaborate schemes to ply their illegal trade, but
by following a few simple rules, you can play detec-
tive and catch them in the act instead of becoming
their next victim.

Rule #1: Pay Attention To URLs

URLSs (uniform resource locators) are the characters



you enter in a browser's address bar to visit a particu-
lar site, and a favorite trick among phishing scammers
is to make users think they are going to one URL
when they really are visiting another URL.

URLSs can tell you a lot about the site you are visiting.
The URL for our Web site, for example, is http://www.
smartcomputing.com. The ".com" portion is the top-
level domain (also called the domain extension), tell-
ing you what type of site it is. For example, ".com" is
mainly used for commercial Web sites, whereas ".edu”
is for educational institutions and ".org" is for non-
proyt organizations. The companies most commonly
targeted by phishing scammers use ".com™ top-level
domains, so if you see a URL such as
"http://www.ebay

.org" or "http://www.citibank.edu" linked to a spam
email, it's likely a site set up by a scam artist.

The most important part of the URL as far as detect-
ing a phishing site is concerned is the domain name,
which is the text to the left of the top-level domain
(such as "smartcomputing™ in our example). All con-
tent at the Smart Computing Web site is accessible via
the "smartcomputing.com™ domain name, so any addi-
tional text between the domain name and the top-level
domain name should raise a red pag.

For example, a Web page located at "http://www.
smartcomputing.scammer.com™ is located at the do-
main name "scammer.com,” and a page at
"http://www.ebay.customerservice.com" is actually
located at the domain name “customerservice.com,"
not at "ebay.com." Any text that appears to the left

of the domain name is a subdomain associated with
the main domain. In the examples we just provided,
"smartcomputing™ is a subdomain of “scammer.com,"
and "ebay" is a subdomain of "customerservice.com.”
Ignore subdomains and focus on the domain name
when determining whether a link or URL is legiti-
mate. Hyphens and symbols such as @ also are used
to make a phish site's URL look more legitimate, so
watch for those, too.

Take the guesswork out of deciphering Web addresses

by using a utility such as SpoofStick (free; http://www.

corestreet.com/spoofstick). Here, you see that Spoof-
Stick’s bar within the browser interface states "You're
on ebay.com."

Unfortunately, some scammers have ygured out how
to use a sophisticated exploit that displays a fake ad-
dress bar (containing a legitimate-looking address that
doesn't arouse suspicion) in a Web browser window,
so other steps are necessary to fully protect yourself.

Rule #2: Watch The Padlock

All popular browsers display padlock icons when
users visit secure sites; these icons are generally in
the lower-right corner of the browser window. When
users visit secure sites, or secure portions of sites after
they've logged in, the padlock icon appears and the
URL in the address bar begins with "https:" instead of
the usual "http:" we see. Knowing this, if you ever see
"https:" in the address bar but don't see a padlock icon
displayed, the page isn't secure and it's likely you're
visiting a phishing site, so don't yll anything out or
click any links.

However, even this method isn't foolproof, as scam
artists have ygured out ways to forge padlock icons, so
be sure to follow the other rules we cover for maxi-
mum protection.

Rule # 3: Type, Don't Click

The Internet has conditioned us to click hyperlinks to
open new pages, but don't let that habit get the best of
you when a seemingly urgent email arrives. One of the
main techniques phishing scammers use to lull users
into a false sense of security is to put links in an email
that look like they point to a legit company site when
they actually point to a phishing site. This is called
link masking, and it's easy to spot and avoid if you
know what to look for.

Most email apps let users hover a mouse pointer over
a link to see a pop-up window displaying the actual
link. For example, a scammer might send an email that
has a "http://www.paypal.com” link, but when you
place the pointer over the link, the pop-up window
reads "http://www.paypal.phishsite.com.” Of course,
you should avoid clicking that link.

Also, most phishing sites use IP (Internet Protocol)
addresses (such as 12.39.144.5) instead of domain
names, so if you hover the pointer over a link and
see a string of numbers, the link probably points to a
phishing site. Instead of clicking links in emails, type



their URLs into your browser's address bar, but only
do so if the links use the proper company domain
name.

Rule #4: Notice Login Inconsistencies

Some scammers cover their tracks by sending victims
to the legitimate company sites after collecting person-
al information. Common examples of this are phishing
sites that ask users to enter usernames and passwords
they would use to log in at legitimate sites, and then
automatically connect users to those sites after collect-
ing their valuable login information.

If you ever attempt to log in to a legitimate account af-
ter following a hyperlink in an email, and the Web site
rejects your login information even though you typed
it correctly, it's likely you've just been scammed. Con-
tact the legitimate company that the phishing scammer
pretended to represent to let it know what happened
and change your login password immediately.

Rule #5: Protect Bank Account Data At All Costs

It's bad when scammers gain access to your credit card
accounts, but at least these accounts are protected to
the point where victims are liable for only a maximum
of $50. Debit card and bank accounts often don't have
this level of protection, so never divulge bank account
information in response to an email.

Rule #6: Keep Personal Info Personal

If you take nothing else away from this article, re-
member this: Legitimate companies never should ask
for personal info via email (and if they do, they're not
worth doing business with anyway). Never yll out a
form via an email, and never blindly follow links em-
bedded in emailsd no matter how ofycial they appear
to be. Scammers rely on input from you to do their
work, so by trusting your instincts and never respond-
ing to emails that ask for personal information, you
can force these jerks to ynd real jobs and earn their
own money.

by Tracy Baker

Free Help for Creating Greeting
Cards

By Sandy Berger, CompuKISS
www.compukiss.com
sandy(at)compukiss.com
(Approx. 578 words)

Obtained from APCUG with the author’s permission
for publication by APCUG member groups

A recent trip to the greeting card store left me in
sticker shock. While the text with the price of the card
was smaller (or is it just my aging eyes?), the price
tag was deynitely larger than last time I looked. Who
wants to pay $3 to $5 for a greeting card? Instead, put
your ink jet printer to work with free clip art and pre-
designed cards.

You don’t even have to be terrible crafty. Just check
out these websites where you can get free templates
of holiday greeting cards and holiday clip art. They
also have a great selection of greeting cards that can
be used with your own photos. So that personalized
master piece won’t cost you an arm and a leg.

The Canon Creative Park (http://cp.c-ij.com/en/ )

is one of my favorite websites for free templates to
help you create greeting cards. They have cards for
everything including Christmas, Kwanzaa, Hanukkah,
New Year’s, Easter and Birthday, to name just a few.
You don’t have to own a Canon printer to use these
greeting cards. You can use any type of color printer.
The selection is excellent, and best of all, there are
detailed instructions for printing and folding. If you
are adventuresome, you can even customize your
envelopes. While you are at this site, check out the
3D paper craft section, the scrapbooking area, and the
wonderful calendar templates. All are good-looking
and free.

Not to be undone by Canon, HP (http://h30393.www3.

hp.com/printing/app/us/en/consumer/greeting-cards.
aspx) also has an Activity Center that allows you to
create greeting cards and other crafty projects. They
have some beautiful eclectic greeting cards as well

as beautifully illustrated fantasy-inspired cards. Like
the Canon site, the HP website gives full instructions.
They also feature some unusual printer projects like
party decorations, stickers, and puzzles.




